a2 United States Patent

US009324068B2

(10) Patent No.: US 9,324,068 B2

Soundararajan 45) Date of Patent: Apr. 26, 2016
(54) SYSTEM, METHOD AND ARTICLE OF (56) References Cited
MANUFACTURE TO FACILITATE A
FINANCIAL TRANSACTION WITHOUT U.S. PATENT DOCUMENTS
UNLOCKING A MOBILE DEVICE 8,156,128 B2 4/2012 Ramer et al.
8,230,016 Bl 7/2012 Pattan et al.
(71) Applicant: Ramraj Soundararajan, Lorton, VA 8,666,895 B2 3/2014 Grigg et al.
(US) 8,676,273 Bl 3/2014 Fujisaki
8,688,492 B2 4/2014 Kruglick
. . 2009/0119527 Al 5/2009 Kim
(72) Inventor: Ramraj Soundararajan, Lorton, VA 2011/0251910 A1* 10/2011 Dimmick .....ooooo..... GO6Q 20/12
(US) 705/17
2012/0095911 Al 4/2012 Ibasco et al.
H . -~ 2012/0185066 Al 7/2012 Kern et al.
(73) Assignee: Avant-Garde IP LLC, Lorton, VA (US) 2012/0197743 Al §2012 Grigg ef al.
2013/0031623 Al* 1/2013 Sanders ................ GOGF 21/34
(*) Notice: Subject to any disclaimer, the term of this _ 726/19
patent is extended or adjusted under 35 383;8828522 ﬁ} %ggg I]?Irmlda ett all'
ealer et al.
U.S.C. 154(b) by 0 days. 2013/0080964 Al 3/2013 Shigeta
2013/0110678 Al 5/2013 Vigier et al.
(21) Appl. No.: 13/896,313 2013/0282193 Al 10/2013 Tyagi et al.
2014/0033273 Al 1/2014 Rathbun
. 2014/0189578 Al 7/2014 Shuttleworth et al.
(22) Filed: May 16, 2013 2014/0289683 Al 9/2014 Park
2014/0310174 Al  10/2014 Heeter
(65) Prior Publication Data 2014/0323121 A1 10/2014 Kimet al.
(51) Int.Cl WO 2012072808 Al 6/2012
G060 20/32 (2012.01) WO 2013177391 A2 12/2012
G06Q 20/20 (2012.01) * cited by examiner
GOGF 21/00 (2013.01)
(52) U.S.CL Primary Examiner — Garcia Ade
CPC ............ G06Q 20/3224 (2013.01); GO6Q 20/20 57 ABSTRACT
(2013.01); GO6Q 20/3221 (2013.01); GO6Q 7 . . . . .
20/3274 (2013.01); GO6Q 20/3278 (2013.01) A financial transaction is facilitated without unlocking a
(58) Field of Classification Se;rch mobile device, where the lock screen wallpaper of a mobile

CPC ... GO06Q 20/20; G06Q 30/06; G06Q 30/02;

GO06Q 20/204; GO7G 1/12
USPC ittt 705/16
See application file for complete search history.

device is dynamically set to an image having a scanning code
(e.g.,a QR code, abarcode, etc.) for use at a business location
that the user is currently located.

4 Claims, 7 Drawing Sheets

100

identitying a mobile device is at a business location

102

dynamically setting lock screen wallpaper in the mobile device |
1o an image having a scanning code for use at the business
location

106

¥

activating a display of the mobile device and rendering the

image having a scannable code as the lock screen wallpaper on |
the activated display of the mobile device which remains in the |
screen locked state :

108

facilitating a financial ransaction at the business location based |
on the scannable code displayed as the fock screen wallpaper of |
the mobile device, the financial transaction facilitated without |
having to unlock the mobile device :

110




U.S. Patent Apr. 26,2016 Sheet 1 of 7 US 9,324,068 B2

7100

identifying a mobile device is at a business location
102

¥
dynamically setting lock screen wallpaper in the mobile device
to an image having a scanning code for use at the business
location
106

¥

activating a display of the mobile device and rendering the
image having a scannable code as the lock screen wallpaper on
the activated display of the mobile device which remains in the
screen locked state
108

¥

facilitating a financial transaction at the business location based
on the scannable code displayed as the lock screen wallpaper of
the mobile device, the financial transaction facilitated without
having to unlock the mobile device
110

FI1G. 1



U.S. Patent Apr. 26, 2016

Processor
202

i

Memory
204

Sheet 2 of 7

Display
206

Speaker
208

Microphone
210

Camera
212

Wireless
Electronics
214

GPS
216

US 9,324,068 B2

FIG. 2



U.S. Patent Apr. 26,2016 Sheet 3 of 7 US 9,324,068 B2

SLIDE TO OPEN

F1G. 3



U.S. Patent

Apr. 26,2016 Sheet 4 of 7

&5
&
N
N

‘&‘V
@
v

SLIDE TO OPEN

FI1G. 4

US 9,324,068 B2



U.S. Patent Apr. 26,2016 Sheet 5 of 7 US 9,324,068 B2

SLIDE TO OPEN

FI1G. 5



U.S. Patent Apr. 26,2016 Sheet 6 of 7 US 9,324,068 B2

Account Balance: $120.25

SLIDE TO OPEN i

FIG. 6



U.S. Patent Apr. 26,2016 Sheet 7 of 7 US 9,324,068 B2

Digicalzﬁeceipt from ABC Café
Amount Used; $2.30

SLIDE TO OPEN

FIG. 7



US 9,324,068 B2

1

SYSTEM, METHOD AND ARTICLE OF
MANUFACTURE TO FACILITATE A
FINANCIAL TRANSACTION WITHOUT
UNLOCKING A MOBILE DEVICE

BACKGROUND OF THE INVENTION

1. Field of Invention

The present invention relates generally to the field of
mobile-based financial transactions. More specifically, the
present invention is related to a system, method and article of
manufacture to facilitate a financial transaction at a business
location without unlocking a mobile device.

2. Discussion of Related Art

Itis well known in the art to utilize a mobile device, such as
a cellular phone, to conduct financial transactions. As an
example, a mobile device can be used to pay for financial
transaction at a retail establishment. One such example is
discussed below to note some of the problems associated with
the prior art in conducting such financial transactions.

A retail establishment, e.g., ABC Coffee Shop, may have a
software (may also be called an application or app) that a user
is able to download on his/her mobile device. Once the soft-
ware is downloaded and installed by the user of the mobile
device, the user can then power up/open the mobile device,
click on an icon representative of the software, and run the
software on the mobile device, which may display, as part of
the running software, a scannable barcode. Users are, there-
fore, able to use the software installed on the mobile device to
conduct a transaction at the retail establishment, which in this
example is the ABC Coffee Shop, by having someone at the
retail establishment scan the barcode, which allows the user
to purchase an item (or items) that he/she desires to buy.

A problem with this scenario is that the user has to go
through numerous steps in order to access the software and
pay for a purchase, which starts by unlocking the phone,
finding the right page having the icon representative of the
desired software, clicking on the icon for the desired soft-
ware, navigating within the software to the appropriate loca-
tion to load up the barcode that may be used for payment, and
presenting the barcode to the retail establishment. This pro-
cess is time consuming and is also error-prone.

This problem is further compounded for users with numer-
ous software applications that are currently installed on their
mobile device, which makes it even more difficult and time
consuming to locate and run the software. One mechanism
provided for in various mobile devices is the ability to search
for a software among the list of installed software. But, even
this approach requires the user to unlock the phone, type the
first few characters of the software name (if the user can
remember the name) and find an appropriate match in the
results for the software corresponding to the retail establish-
ment, i.e., the ABC Coffee Shop, run the software, and navi-
gate within the software to the appropriate portion of the
software that deals with conducting a transaction. This pro-
cess is even more time consuming than the scenario discussed
previously and is also error-prone.

Embodiments of the present invention are an improvement
over prior art systems and methods.

SUMMARY OF THE INVENTION

The present invention provides for a method to facilitate a
financial transaction without unlocking a mobile device,
wherein the method comprises: identifying the mobile device
is at a business location; dynamically setting lock screen
wallpaper in the mobile device to an image having a scanning
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code (e.g., a QR code, a barcode, etc.) for use at the business
location; activating a display of the mobile device and ren-
dering the image having a scannable code as the lock screen
wallpaper on the activated display of the mobile device which
remains in the screen locked state; and facilitating a financial
transaction at the business location based on the scannable
code displayed as the lock screen wallpaper of the mobile
device, the financial transaction facilitated without having to
unlock the mobile device.

The present invention also provides for an article of manu-
facture having non-transitory computer readable storage
medium comprising computer readable program code
executable by a processor to implement a method to facilitate
afinancial transaction without unlocking a mobile device, the
non-transitory computer readable storage medium compris-
ing: computer readable program code identifying the mobile
device is at a business location; computer readable program
code dynamically setting lock screen wallpaper in the mobile
device to an image having a scanning code (e.g., a QR code,
a barcode, etc.) for use at the business location; computer
readable program code activating a display of the mobile
device and rendering the image having a scannable code as
the lock screen wallpaper on the activated display of the
mobile device which remains in the screen locked state; and
computer readable program code facilitating a financial trans-
action at the business location based on the scannable code
displayed as the lock screen wallpaper of the mobile device,
the financial transaction facilitated without having to unlock
the mobile device.

In one embodiment, the method further comprises revert-
ing the lock screen wallpaper to a default lock screen wallpa-
per upon successful completion of the financial transaction.

In one embodiment, the financial transaction is associated
with a financial account and the method further comprises
updating the lock screen wallpaper to another image showing
a balance left on the financial account after successful
completion of the financial transaction.

In one embodiment, the method further comprises revert-
ing the lock screen wallpaper to a default lock screen wallpa-
per upon leaving the business location.

In one embodiment, the step of identifying the mobile
device is at the business location is based on GPS data
received at the mobile device.

In one embodiment, the step of identifying the mobile
device is at the business location is based upon a near field
communication (NFC) interaction with a device at the busi-
ness location. In an extended embodiment, the device at the
business location is a NFC tag. In yet another extended
embodiment, the NFC tag is either integrated into a point-of-
sale terminal or is attached to a point-of-sale terminal at the
business location.

In one embodiment, the step of identifying the mobile
device is at the business location is based upon a RFID inter-
action with a device at the business location. In an extended
embodiment, the device at the business location is a RFID tag.
In yet another extended embodiment, the RFID tag is either
integrated into a point-of-sale terminal or is attached to a
point-of-sale terminal at the business location.

In one embodiment, the step of identifying the mobile
device is at the business location is based upon a Bluetooth
interaction with a device at the business location. In an
extended embodiment, the device at the business location is a
point-of-sale terminal.

In one embodiment, the scannable code comprises user-
defined customization data related to the financial transaction
in addition to information required to perform the financial
transaction.
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In one embodiment, the financial transaction is a cloud-
based transaction, wherein a payment provider automatically
covers the cost of a purchase with issuer linked funds and, in
a separate transaction, the payment provider charging the
purchaser’s selected, cloud-linked account in a card-not-
present environment to recoup its losses on the first transac-
tion.

Non-limiting examples of the mobile device include any of
the following: a mobile phone, a tablet, a portable gaming
device or a digital music player.

The present invention also provides for a mobile device
comprising: a processor; a display; and storage storing com-
puter readable programmable code, which when executed by
the processor implements a method to facilitate a financial
transaction without unlocking a mobile device, the storage
comprising computer readable program code to: identify the
mobile device is at a business location; dynamically set lock
screen wallpaper in the mobile device to an image having a
scanning code for use at the business location; activate the
display of the mobile device and render the image having a
scannable code as the lock screen wallpaper on the activated
display of the mobile device which remains in the screen
locked state; and facilitate a financial transaction at the busi-
ness location based on the scannable code displayed as the
lock screen wallpaper of the mobile device, the financial
transaction facilitated without having to unlock the mobile
device.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG.11llustrates an embodiment of the present invention to
facilitate a financial transaction without unlocking a mobile
device.

FIG. 2 depicts a non-limiting example of a mobile device
according to the present invention.

FIG. 3 depicts an example of an image having the scan-
nable code wherein the image is rendered as the lock screen
wallpaper.

FIG. 4 depicts an example of a default lock screen wallpa-
per.

FIG. 5 depicts an example where the image having the
scanning code is centered and partially covers the default lock
screen wallpaper of FIG. 4.

FIG. 6 depicts an example of an image showing the scan-
ning code and an account balance.

FIG. 7 depicts an example of a digital receipt shown as part
of the lock screen background.

DESCRIPTION OF THE PREFERRED
EMBODIMENTS

While this invention is illustrated and described in a pre-
ferred embodiment, the invention may be produced in many
different configurations. There is depicted in the drawings,
and will herein be described in detail, a preferred embodiment
of the invention, with the understanding that the present dis-
closure is to be considered as an exemplification of the prin-
ciples of the invention and the associated functional specifi-
cations for its construction and is not intended to limit the
invention to the embodiment illustrated. Those skilled in the
art will envision many other possible variations within the
scope of the present invention.

FIG. 1 illustrates an embodiment of the present invention
which discloses method 100 to facilitate a financial transac-
tion without unlocking a mobile device. In step 102, the
mobile device is identified to be at a business location. In one
embodiment, the mobile device is identified as being located
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at the business location based on GPS data received at the
mobile device. In another embodiment, the mobile device is
identified as being located at the business location based upon
anear field communication (NFC) interaction with a device at
the business location. For example, the device at the business
location may be a NFC tag and the mobile device may interact
with such a NFC tag to confirm that it is located at a particular
business location. In yet another extended embodiment, the
NFC tag is either integrated into a point-of-sale terminal or is
attached to a point-of-sale terminal at the business location.

In another embodiment, the mobile device is identified as
being located at the business location based on a RFID inter-
action with a device at the business location. For example, the
device at the business location may be a RFID tag and the
mobile device may interact with such a RFID tag to confirm
that it is located at a particular business location. In yet
another extended embodiment, the RFID tag is either inte-
grated into a point-of-sale terminal or is attached to a point-
of-sale terminal at the business location.

In yet another embodiment the mobile device is identified
as being located at the business location based on a Bluetooth
interaction with a device at the business location. For
example, the device at the business location may be a point-
of-sale terminal that can communicate via Bluetooth with the
mobile device.

In step 106, a processor in the mobile device dynamically
sets a lock screen wallpaper in the mobile device to an image
having a scanning code (e.g., 2a QR code, a barcode, etc.) for
use at the business location the user is at. It is important to
note that the lock screen wallpaper, which is displayed when
the mobile device is in a locked state to conserve power, is
updated, and not the home screen wallpaper, which is gener-
ally displayed when a mobile device is not in a locked state.

In step 108, a display of the mobile device is activated and
the image having the scannable code is rendered as the lock
screen wallpaper on the activated display of the mobile device
which remains in the screen locked state. Such activation may
be user initiated or triggered automatically (e.g., when the
mobile device is proximate to a point of sale terminal). FIG.
3 depicts an example of such an image having the scannable
code wherein the image is rendered as the lock screen wall-
paper.

In step 110, a financial transaction is facilitated at the
business location based on the scannable code displayed as
the lock screen wallpaper of the mobile device, wherein such
a financial transaction is facilitated without having to unlock
the mobile device. For example, the attendant at the point of
sale terminal may scan the scannable code displayed as the
lock screen wallpaper of the mobile device and a financial
transaction could be completed at the point of sale terminal
for an item (or items) the user may wish to purchase at the
business location.

In an alternative embodiment, the image having a scanning
code (e.g., a QR code, a barcode, etc.) may be rendered in
front of a default lock screen wallpaper (where it visually
covers the entirety of the default lock screen wallpaper and
looks like FIG. 3) or in front of a portion of the default lock
screen wallpaper (see FIG. 4 for an example of a default lock
screen wallpaper, and FIG. 5 for an example where the image
having the scanning code is centered and partially covers the
default lock screen wallpaper), where the default lock screen
wallpaper is either a custom image previously set by the user
of the mobile device or is the system default of the mobile
device (the system default image for the lock screen wallpa-
per when the user has not previously set the lock screen
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wallpaper to a custom image). The point of sale terminal is
able to scan the scannable code to complete a purchase at the
business location.

In one embodiment, the method further comprises revert-
ing the lock screen wallpaper to a default lock screen wallpa-
per (i.e., a lock screen wallpaper previously set by a user)
upon either a successful completion of the financial transac-
tion or upon the user leaving the premises of the business
location.

In one embodiment, the financial transaction is associated
with a financial account and the method further comprises
updating the lock screen wallpaper to another image showing
a balance left on the financial account after successful
completion of the financial transaction. After displaying the
image showing the balance as the lock screen wallpaper, the
mobile device may revert to a default lock screen wallpaper
(i.e., a lock screen wallpaper previously set by a user) upon
either the expiration of a pre-determined time (e.g., a few
seconds after the display of the image showing the balance) or
upon the user leaving the premises of the business location.

In one embodiment, the image having a scanning code for
use at the business additionally displays a balance associated
with a financial account (e.g., an account associated with a
credit card account, a gift card, a credit account associated
with the business, etc.) which is used during the financial
transaction. Such an example is shown in FIG. 6 which
depicts the scanning code and the balance as part of the lock
screen image.

In one embodiment, after successful completion of the
financial transaction, the lock screen wallpaper is updated to
display a digital receipt as new lock screen wallpaper. Such an
example is shown in FIG. 7. The digital receipt image may be
received from a device at the business location, like a point of
sale terminal or may be received over a network such as the
Internet or via the cellular network. After displaying the
image showing the digital receipt as the lock screen wallpa-
per, the mobile device may revert to a default lock screen
wallpaper (i.e., a lock screen wallpaper previously set by a
user) upon either the expiration of another pre-determined
time (e.g., a few seconds after the display of the image show-
ing the digital receipt) or upon the user leaving the premises
of the business location.

In one embodiment, the scannable code comprises user-
defined customization data related to the financial transaction
in addition to information required to perform the financial
transaction. For example, the user may have previously stored
data identifying order details associated with a drink (e.g.,
type of drink—coffee/espresso/cappuccino, syrup additives,
number of pumps of syrup additives, type of milk to be used
to make drink, etc.) or order details associated with a food
item (type of toppings on a pizza, requested condiments, etc.)
and this previously stored information regarding the order
details may be encoded into the scannable code (at either the
request of the user or is automatically identified via a profile
storing what was previously ordered at the business location
and is presented to the user for verification prior to being
encoded as the scannable code), where the point of sale ter-
minal may decode this information and the attendant at the
point of sale terminal can review the order details. Such order
details that may be encoded along with information required
to perform a financial transaction may be useful in getting an
order correct as it is directly from the user and is not based on
the attendant at the point of sale terminal inputting such data,
which by definition is error prone.

In one embodiment, the financial transaction is a cloud-
based transaction, wherein a payment provider automatically
covers the cost of a purchase with issuer linked funds and, in
a separate transaction, the payment provider charging the
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purchaser’s selected, cloud-linked account in a card-not-
present environment to recoup its losses on the first transac-
tion.

In one embodiment, the image having a scanning code for
use at the business location is generated by a software running
on the mobile device, wherein the software is associated with
the business location.

Non-limiting examples of the mobile device include any of
the following: a mobile phone, a tablet, a portable gaming
device or a digital music player.

FIG. 2 depicts a non-limiting example of a mobile device
200 according to the present invention. While select compo-
nents (processor 202 memory 204, display 206, speaker 208,
microphone 210, camera 212, wireless electronics 214
required for wireless communication, GPS unit 216) are
shown as being part of the mobile device 200, it should be
noted that these components are provided as a simplistic case
scenario and other known components (such as, but not lim-
ited to, a Bluetooth module, a NFC module, a RFID module),
may be present within the mobile device 200. Mobile device
200 comprises: a processor 202; a display 206 (e.g. a touch
screen display); and memory/storage 204 storing computer
readable programmable code, which when executed by the
processor implements a method to facilitate a financial trans-
action without unlocking a mobile device, the memory/stor-
age 204 comprising computer readable program code to:
identify the mobile device 200 is at a business location (using
for example, GPS 216); dynamically set lock screen wallpa-
per in the mobile device 200 to an image having a scanning
code for use at the business location; activate the display 206
of the mobile device 200 and render the image having a
scannable code as the lock screen wallpaper on the activated
display 206 of the mobile device 200 which remains in the
screen locked state; and facilitate a financial transaction at the
business location based on the scannable code displayed as
the lock screen wallpaper of the mobile device 200, the finan-
cial transaction facilitated without having to unlock the
mobile device 200. It should be noted that the mobile device
may include any of the following: a mobile phone, a tablet, a
portable gaming device or a digital music player.

Additionally, the present invention provides for an article
of manufacture comprising computer readable program code
contained within implementing one or more modules to
facilitate a financial transaction without unlocking a mobile
device. Furthermore, the present invention includes a com-
puter program code-based product, which is a storage
medium having program code stored therein which can be
used to instruct a computer/processor to perform any of the
methods associated with the present invention. The computer
storage medium includes any of, but is not limited to, the
following: CD-ROM, DVD, magnetic tape, optical disc, hard
drive, floppy disk, ferroelectric memory, flash memory, fer-
romagnetic memory, optical storage, charge coupled devices,
magnetic or optical cards, smart cards, EEPROM, EPROM,
RAM, ROM, DRAM, SRAM, SDRAM, or any other appro-
priate static or dynamic memory or data storage devices.

The present invention also provides for an article of manu-
facture having non-transitory computer readable storage
medium comprising computer readable program code
executable by a processor to implement a method to facilitate
afinancial transaction without unlocking a mobile device, the
non-transitory computer readable storage medium compris-
ing: computer readable program code identifying the mobile
device is at a business location; computer readable program
code dynamically setting lock screen wallpaper in the mobile
device to an image having a scanning code (e.g., a QR code,
a barcode, etc.) for use at the business location; computer
readable program code activating a display of the mobile
device and rendering the image having a scannable code as
the lock screen wallpaper on the activated display of the
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mobile device which remains in the screen locked state; and
computer readable program code facilitating a financial trans-
action at the business location based on the scannable code
displayed as the lock screen wallpaper of the mobile device,
the financial transaction facilitated without having to unlock
the mobile device.

CONCLUSION

A system, method and article of manufacture has been
shown in the above embodiments for the effective implemen-
tation of facilitating a financial transaction without unlocking
a mobile device. While various preferred embodiments have
been shown and described, it will be understood that there is
no intent to limit the invention by such disclosure, but rather,
it is intended to cover all modifications falling within the
spirit and scope of the invention, as defined in the appended
claims. For example, the present invention should not be
limited by software/program, computing environment,
mobile environment, specific computing hardware, or spe-
cific mobile hardware.

The invention claimed is:

1. A method to conserve power in a mobile device com-
prising:

identifying said mobile device is at a business location;

temporarily replacing lock screen wallpaper in said mobile

device to an image having a scanning code, said scan-
ning code encoding payment information for purchases
at said business location;
activating a display of said mobile device and rendering
said image having said scanning code as said lock screen
wallpaper on said activated display of said mobile device
which remains in said screen locked state; and

conserving power in said mobile device by providing said
image having said scanning code as said lock screen
wallpaper of said mobile device, without having to
unlock said mobile device.

2. A method to conserve power in a mobile device com-
prising:

identifying said mobile device is at a business location;

temporarily replacing lock screen wallpaper in said mobile

device to an image having a scanning code, said scan-
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ning code encoding both payment information for pur-
chases at said business location and user-defined cus-
tomization data for purchases at said business location;

activating a display of said mobile device and rendering
said image having said scanning code as said lock screen
wallpaper on said activated display of said mobile device
which remains in said screen locked state; and

conserving power in said mobile device by providing said
image having said scanning code as said lock screen
wallpaper of said mobile device, without having to
unlock said mobile device.

3. The method of claim 2, wherein said user-defined cus-
tomization data comprises order details associated with a
food or a drink.

4. A method to conserve power in a mobile device com-
prising:

identifying said mobile device is at a business location;

temporarily replacing lock screen wallpaper in said mobile

device to an image having a scanning code, said scan-
ning code encoding payment information for purchases
at said business location;

activating a display of said mobile device and rendering

said image having said scanning code as said lock screen
wallpaper on said activated display of said mobile device
which remains in said screen locked state;

temporarily replacing lock screen wallpaper in said mobile

device to another image showing remaining balance in a
financial account associated with said scanning code
upon successful completion of a financial transaction at
said business location; and

wherein power is conserved power in said mobile device by

providing said image having said scanning code as said
lock screen wallpaper of said mobile device, without
having to unlock said mobile device, and by providing
said another image showing remaining balance as said
lock screen wallpaper of said mobile device, without
having to unlock said mobile device.
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